
Why it matters What you can do

1 Do you have firewalls between your network(s) and the internet?

This most basic protection helps prevent malicious 
traffic from entering your network.

Hire a security services firm to install a firewall and other 
security protections, such as an IPS (Intrusion Prevention 
Service) and WAF (Web Application  
Firewall) protection.

2 Does every device in your organization have up-to-date anti-virus and anti-malware software installed?

Endpoint detection and response solutions that use 
anti-virus and anti-malware software are critical to 
protecting all your devices and data. These types of 
software programs can monitor company desktops, 
servers, laptops, tablets, smartphones, IoT devices, 
smart watches and digital assistants, and detect when 
cyber hackers have installed, or are attempting to 
install, malware on a device. Since malware is 
constantly changing, it’s critical that you update your 
software regularly to ensure that it’s monitoring against 
the latest types of attacks. Endpoint detection is 
considered best in class as it includes anti-malware 
and anti-virus protection.

Make sure all devices have anti-virus and anti-malware 
software installed on them and are configured to receive 
regular and automatic updates.

3 Do you encrypt all mobile devices and all sensitive/confidential network data while at rest and in transit?

Mobile devices such as laptops, phones, and USB sticks 
are easy targets for hackers and common thieves. Many 
of these devices are not encrypted, making it easier for 
thieves to access their data. Encryption provides an 
extra layer of protection by converting your information 
into a code that can’t easily be accessed without the 
correct password, code, or key needed to decipher  
the data. 

Make sure all mobile devices are configured to use 
encryption to prevent unwanted access to sensitive data, 
and then enable it. Most devices already have built-in 
encryption; often it’s not enabled. 
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4 Do you provide annual security awareness training (phishing, password security, social engineering, etc.) for 
all employees?

Employees can be the weakest link in the security 
chain. Cyber criminals often target them through 
phishing emails, links, and attachments that 
manipulate them to unknowingly open the doors to 
attack. Security awareness training is a best practice 
that will make employees aware and skeptical of  
these attempts.

Implement a formal procedure for training all employees on 
the topic of information security on a regular basis. Be sure 
to maintain documentation  
of training. 

5 Do you use email and/or web-based security, such as anti-spam filtering, email domain protection, web 
filtering, secure email gateway, etc.?

The most common entry points for hackers include 
employees falling for phishing emails, malicious links, 
attachments, etc. that are delivered via email and web 
browsing. It’s important to use technology-based 
solutions, such as anti-spam filtering, email domain 
protection, web filtering, and other forms of filtering 
software to help mitigate this exposure. Filtering 
software can filter email to look for malicious messages 
from attackers before they get to the user’s inbox.  
Web-based security helps avoid malicious sites by 
limiting the websites your users can visit.

Consult with a security expert to install adequate email and 
web-based security measures. Best practices include anti-
spam software, email domain protection, web filtering, and 
secure email gateways. Keep in mind that cloud-based 
systems include this protection, but it’s critical that it’s 
enabled.

6 Do you limit administrative privileges to only those individuals who require it to perform their job functions?

Cyber criminals target people with administrative 
privileges because those users are allowed to modify, 
access, and capture critical data from your 
organization’s programs and systems. Limiting 
administrator privileges to a small group of individuals 
makes it more difficult for attackers to make changes 
within the systems.

Limit access to administrative accounts and profiles only to 
those who require them, and limit use of these accounts to 
when only necessary for the business. For instance, 
administrators should have two accounts: An admin 
account for installing software/upgrades, and a separate, 
regular user account for web browsing, email, and other 
daily activities. Establish a process to formally restrict 
access for employees upon termination of employment.

7 Do you implement the principle of “least privilege” and only allow employees to access data they’re required 
to access to perform their jobs?

Restricting access to only required information limits 
accidental or intentional misuse of sensitive data.

Users should each have a role assigned that is 
commensurate with the access they require. Ensure that 
users are reassigned new roles when changing 
responsibilities within the organization. Perform internal 
audits to ensure access is limited to only those who require 
it. Establish a formal process to revoke privileges when a 
person’s role changes or they leave the company.  

Internal controls
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8 Do you perform regular backups of all critical systems?

Regular backups of critical systems is a standard best 
practice. In addition, having appropriate backups  
can help in the event of a ransomware event. If all 
security measures fail, a backup allows you to rebuild 
your systems

Make sure your business has policies and procedures in 
place to perform regular backups of all critical systems, and 
that the process includes the regular testing of system 
“restores” to ensure the backups are working  
as expected.

9 Are your backups stored in a secure off-site/off-line location that won’t be impacted by malware or a 
ransomware type event?

Regular backups of critical systems is a standard best 
practice. In addition, having appropriate backups can 
help in the event of a ransomware event. Sophisticated 
attackers will look for your backups to corrupt/delete 
them in order to prevent you from recovering data and 
not paying ransom. Secured off-site or off-line location 
is ideal to limit access.

All backups should be stored in an off-site/off-line location 
to not only protect against ransomware, but also to assist in 
the event of a business continuity event which may impact 
your physical location. The backup should be separate from 
the daily network and be configured to restrict access. 
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10 Do you have a formalized disaster recovery plan?

A disaster recovery plan will assist with getting your 
business back up and running as quickly as possible 
following a natural disaster or ransomware situation.

Establish a formalized disaster recovery plan for your 
business.  The plan should be in hardcopy format and 
stored in a location that will be accessible even if your 
primary business is unavailable.  The plan should include a 
list of all key contacts, partners and vendors who will need 
to be notified in the event of a disaster.  The plan should 
also include the process needed to restore your business to 
an operational status including the restoration of any 
mission critical IT systems and data. The plan should be 
tested and reviewed at least annually and include options in 
the plan for not only natural disasters but IT related 
disasters, such as ransomware.

Data restoration

Disaster recovery


